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Introduction
Modern day industrial operations often span complex IT (information technology) and OT 
(operational technology) infrastructures. In a very standard environment, thousands of devices 
exist and are increasingly being connected via the Industrial Internet of Things (IIoT). This creates 

What has made this an even more challenging endeavor is that IT and OT have typically inhabited 

played front and center in terms of ensuring complete visibility, security and compliance mostly 
because this was where organizations were being attacked. For the better part of two decades 
these were the things that kept the CISO up at night; but the reality has changed. With our 
increasingly interconnected world, OT has quickly caught up as a lightning rod for new attacks 
and increased security concern.

Ground Zero
The focal point for attacks on industrial operations and critical infrastructure has centered on 
Industrial Controllers. Depending on the type of industry, this may be referred to as PLCs, RTUs 
or DCSs. What really matters is that these controllers are extremely reliable and literally control 
everything from cooling stations to turbines, electrical grids, oil and gas and much more. Industrial 
Control Systems (ICS) literally keep the lights on. Because of their reliability, many of these devices 
have been in place for years. They are the workhorses of today’s modern society and therein is 
why they are ground zero for attacks.

Today’s advances in technology have put these devices online and thus they have become the 
target of the hacker. Furthermore, controllers were not built to address the security threats or the 
quite innocent human errors we now experience. Outsiders, insiders, and outsiders masquerading 
as insiders are all possible actors that launch sophisticated attacks to take over machines for 
nefarious purposes. More recently hackers are no longer rogue individuals but are often a carefully 
curated and systematic program by well-funded and highly motivated organizations and countries. 
A carefully executed attack can accomplish as much if not more than modern day warfare.

Few argue that the attack surface has changed to encompass both IT and OT. Because these 

move to an OT environment and vice versa. Lateral movement is almost the preferred attack 

leveraging it as the point of entry, and then quickly owning the entire network.

Convergence of IT and OT

order to address this new complex threat and to protect this broader 
attack surface, many industrial organizations have begun to converge 
their IT and OT groups. The ‘convergence initiative’ is anything but 
simple. The growing pains associated with bringing together these two 
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The IT/OT convergence trend is not only driving integration of IT tools with OT solutions, it also 

of the challenge.

trends and threats.

top priorities. Their jobs involve maintaining the stability of complex and sensitive environments 

touch it”. In fact, OT engineers recoil at the thought of IT personnel being involved in the safety of 

patching, upgrading and replacing systems.

Whatever technology is deployed and regardless of the mindset that the individual has been used 
to, both the IT and OT environments must now come together to address the security threats on 

may have started in one environment and successfully spreads to the other.
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When one hears about a potential security incident, few dismiss it as a once in a lifetime event. 

regularly. Thus, another impetus that is driving the IT/OT convergence trend is regulatory 

in order to identify, thwart and report on incidents that can disable 

every vertical has an alphabet soup of regulatory compliance 

hastens compliance with regulatory statutes, and the ability to 

To this point, we have discussed the need for IT and OT convergence because the new threat 
paradigm demands it and compliance standards require it. The third and most important leg in this 

hot seat to respond to a shareholder and customer base inquiry that will demand answers.

protection and diligence.

and manifests both in the form of shareholder value or in revenue. This largely could have been 

intercoupled environments.

The successful deployment of industrial cybersecurity initiative must leverage resources from 

of the business.

between IT and OT, merge the culture divide, and establish incident response processes that span 
both groups.
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senior, experienced engineers from OT business units, and assigning them to support incident 

processes and technologies straddle and unify both sides of the IT/OT fence.

They say that nothing rewarding in life comes easy. This has never rung truer than creating 

amid the chaos.
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About Tenable
Tenable®, Inc. is the Cyber Exposure company. Over 27,000 organizations around the globe
rely on Tenable to understand and reduce cyber risk. As the creator of Nessus®, Tenable extended
its expertise in vulnerabilities to deliver the world’s first platform to see and secure any digital asset
on any computing platform. Tenable customers include more than 50 percent of the Fortune 500,
more than 25 percent of the Global 2000 and large government agencies.

Learn more at tenable.com.
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